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Scenario
"Real Time Health Monitoring using IoT"

World Health Organization (WHO) report presents the current state of global road safety. It
states that the road traffic death rate around the globe is 1.24 million per year, which is still
high and unacceptable.
The present scenario tries to explore this problem of road safety by developing a solution for
rescuing the victims of accidents quickly by using Internet of Things (IoT) technology.
When an accident takes place, a shock sensor detects it. Then, an algorithm is applied to
process the sensor signal and send the geographic location which is obtained from GPS
receiver along with some ancillary information to the Ambulance station, indicating accident
occurrence in the form of SMS. The accident information can also be delivered to concern
family members in the form of SMS.
Traffic jams is one of the crucial issue in India due to which ambulance services get affected
on large amount, due to delay in ambulance service, patient may lose his life and number of
these scenarios are getting increased day by day. In emergency condition, each and every
second is important in saving a human’s life. Now a day's many life’s are being expired
before the person reaches the hospital in ambulance or life is lost to lack of basic information
about the condition of the patient and the delay caused due to this. When the patient is in
ambulance in emergency condition the ambulance should reach the hospital utmost fast and
to send every each and every basic information and condition about the patient to for the prior
arrangements for the treatment.
Generally the ambulances pick up the patients and take him to the hospital, after reaching the
hospital, the actual treatment starts. In this so much time is wasted and the patient might lose
his life. In smart ambulance different sensors like heart rate sensor, blood pressure, ECG will
be judging status of vital parameters, the status of these parameters will be send to hospital’s
database while reaching the hospital, so the hospital authorities will know what Type of
treatment to be given to the patient, saving so much time which ensures to save patient’s life.
Simultaneously traffic signals will be operated by using GPRS message through cloud. As the
smart ambulance will reach within range of 100m, signal will be turned to green if it is red.
So the scenario explains the following sections:
(I) Automatic accident detection and tracking the accident spot and SMS the details to
ambulance service and family person.
(II) The basic information and condition of patient is collected in the ambulance by the means
IOT (Internet of Things) and make it available to hospital before ambulance reaches the
hospital.
(III) Control of traffic lights from the ambulance and makes clearance for its path
automatically.
(IV) Real time patient monitoring in hospital for detailed analysis of patient vital signs
(V) Forming a Global Network for proper treatment to patient
(VI) Insurance claim for accident

UNIT-I
INTRODUCTION

The above scenario shows various grids mapping various subtopics of the unit.
1.1 grid appears two times and indicates
 video conference application used in hospitals
 cloud storage
Video Conference application can used in the hospitals while treating a patient. Through this
application the persons located in various parts of the world can be connected which is the basic
motive in the definition of IoT.
IoT is a collection of many things connected to a common platform and these things generate
massive amounts of data. So the cloud platform helps to store and process such a massive
amounts of data which is the main functional requirement of IoT.
1.2 grid shows the picture which indicates two persons carrying a injured person in the stretcher
So the main motivation behind this course is that we can save a valuable human life if we can
able to implement this in real life
1.3 show a path traversed by a line which actually indicates various stages of the data flow
starting from sensors to gate way to cloud to applications
The traversed path shows various components and all these components together defines the
architecture of IoT
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The various stages include






Sensors and actuators
Gateways
Communication Network
Cloud
IoT application

1.4 grid shows a Google map based mobile application which shows the accident spot to the
ambulance as well as family members.
This is basically a WEB based application which explores the idea of machine being interacting
with the WEB which is the basic idea behind WEB 3.0 version of WEB which is designed
exclusively for IoT applications.
1.5 grid shows in the scenario shows a person monitoring the health statistics of the accident
victim in real time which can be considered as one of the ubiquitous application of IoT in health
care domain.
1.6 grid is depicted four times which shows the four pillars of IoT namely M2M, WSN, RFID
and SCADA
M2M can be regarded as a technology which helps in communicating between two machines
using cellular technology. Using this technology we can detect the accident and inform the
ambulance about accident spot.
WSN stands for wireless sensor network which connects various sensors in a network for
extracting some useful information. This technology can be used in this scenario to capture the
vital signs of the patient.
RFID stands for radio frequency identifications and basically this is the first technology in
creating IoT. RFID tags can be incorporated for tracking and monitoring of the device status. In
this scenario this technology helps in tracking the medicines quickly for proper treatment
SCADA stands for supervisory control and data acquisition systems which is the technology
mostly used in building automation as well as industrial automation for monitoring and control
of various devices. In the present scenario this technology can be used to monitor the heating
ventilation and air conditioning (HVAC) monitoring, fire alarm monitoring, elevator monitoring
and soon in the hospital.
1.7 grid shows a system in which sensor nodes depicted on the patient communicates with
gateway through ZIGBEE technology. Further the gateway communicates with the cloud using
several protocols. All these communication technologies, devices, networks can be depicted as
DNA of IoT
1.8 shows a line traversing a path which forms a architecture and to construct this architecture
various tool kits are required.
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1.9 grid show the API which is application programming interface which is the best example of
middleware software used in IoT. Middleware helps developers to develop applications
independent of the architectural details of the platform.
Now let us begin with the origin of IoT,

First IoT Device: "Coca-Cola vending machine in 1982"
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This Scenario Shows Number of Things Exceeding Number of Humans by the year 2010

What is Internet of Things?

Scenario Showing different Mobile Phone Applications Interacting with each other for
performing useful task
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To understand Internet of Things let us consider the example of Mobile Phone
 We can track the location of mobile phone using GPS Tracking
 Accelerometers in mobile phones are used to detect the orientation of the phone. The
gyroscope, or gyro for short, adds an additional dimension to the information supplied
by the accelerometer by tracking rotation or twist.
 Voice detection can detect the voice
 Adaptive Brightness appAdjust's brightness based on light falling on it
 Face Detection recognizes who is the user
All these apps may interact with each other like based on the GPS location brightness may be
adjusted
or
We may have one app using all these features
So when these different features interact with each other these features come together to bring
in a better system than any thing that they can provide individually as such.
That's what IoT is all about

If I take the example of my home,
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In my home I can connect my lock, AC, lights and maintain on the common platform
I can also connect my car for maintaining fuel meter, keep track of my speed limit, keep track
of location of car.
Now if there is a collector platform where all of these are connected?
Scenario 1:
It will be great because I would love to have the AC on and set a cool temperature at my
home by the time I reach back from office.
So if I have a platform that knows my preference that keeps track of where I am an where I
am going to then it can also identify that I'm going from work back to home and my
preference suggest that it would be best if there was an easy temperature of about 22 or 23
degress centigrade and this is some thing that is definitely possible through Internet of
Things.
Scenario 2:
Now let's say tomorrow you come back home it would be great if I wouldn't even need a key
to unlock my door, my home system should be aware that I have come home and should
unlock all the doors that are needed and now this can be done if my mobile and my home
devices are connected onto the same platform. Based on the location of my mobile it can
identify that I am at my home so it will automatically unlock the door and let me come in as
well.
These are some of the real-world implications of Internet of Things
What we need to understand is that?
When I have a specific component with me which can do a lot individually wouldn't it be
great if I can collaborate this component with my system of different components and build a
better system ...
This is what Internet of Things helping us to ...
You provide a platform which all these things are connected through the Internet so Internet
becomes the medium through which you are connecting all the components or things to a
platform .
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1.1 Definitions and Functional Requirements

Scenario Mapping:
One of the main issue in quality health care is about globally connecting the doctors which
can be done using IoT by video conferencing helping doctors interact each other and other
doctors will be able to learn by watching surgeries even from remote locations.
The main functional requirement of IoT is to connect billions of devices which requires huge
amount of processing capability, analytical capability and storage capability which can be
provided through cloud technology.
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Dynamic Global Network
In the given scenario the patient is connected with specialist doctor, researcher, medical
students who are globally located in different locations.
All the persons can be connected through IoT application.
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Dynamic and Self adapting
Consider a surveillance system,
The surveillance cameras can adapt their modes (to normal or infra-red night modes) based
on whether it is day or night. Cameras could switch from lower resolution to higher
resolution modes when any motion is detected and alert nearby cameras to do the same. In
this example, the surveillance system is adapting itself based on the context and changing
(e.g., dynamic) conditions.

Self Configuring and Integrated into information network
Consider weather monitoring application

In this system lot of sensors will be working together to provide certain functionality called
weather monitoring. These devices have the ability to configure themselves setup the
networking, and fetch latest software upgrades with minimal manual or user intervention.
A weather monitoring node can describe its monitoring capabilities to another connected node so
that they can communicate and exchange data. Integration into the information network helps in
9|Page

making IoT systems ‖smarter‖ due to the collective intelligence of the individual devices in
collaboration with the infrastructure. Thus, the data from a large number of concerned weather
monitoring IoT nodes can be aggregated and analyzed to predict the weather.
Interoperable communication Protocols

Functional Requirements of IoT

References:
1. https://iot.ieee.org/definition.html
2. http://www.internet-of-things-research.eu/about_iot.htm
3. https://internetofthingswiki.com/requirements-internet-of-things/236/
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1.2 Motivation

Scenario Mapping:
Saving a accident's victim is the main motivation behind the scenario.
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Popular Scenarios
1. Smart Homes
Policy based seamless interaction between heterogeneous control
(climate/security/health/entertainment etc.); service composition; mobility

systems

2. Smart Grid
Reliability, Real-time control, Secure Communication to achieve energy efficiency
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3. Smart Health Care
Security/Privacy/Trust, High reliability, short-communication latency

4. Smart Transportation
Very short Response time Ad-hoc + Infrastructure communication with mobility, Secure data
collection and exchange

References:
1. https://mapr.com/blog/14-benefits-and-forces-are-driving-internet-things/
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1.3 Architecture

Scenario Mapping:
IOT is developed as a package with integration of various technologies. Each technology has
its own principle role within the IOT system.
IOT allows things in the physical world (IOT devices/objects) to interact with the virtual
world (cloud services, platforms and applications) through a communication network
enabling exchange and sharing of context aware information with each other. So, any IOT
system is built from the physical world, virtual world and a communication network. These
three are broadly the basic blocks of an IOT system.
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The above figure shows the architecture of IoT related to the health care application shown in
the scenario.
Likewise different IoT scenarios may possess different components and technologies in the
architecture:
consider smart home application and the possible architecture may look like this
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So whatever may be the application the IoT architecture comprises of the following
components:

The below example shows the control of bulb through IoT platform

References:
1. https://techbeacon.com/4-stages-iot-architecture
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1.4 WEB 3.0 VIEW OF IoT

Scenario Mapping:
WEB 3.0 or Semantic WEB is defined as a web of data that can be processed directly and
indirectly by machines.
In the current scenario the embedded device present in the car is detecting the accident with
the help of sensor and activates the GPS receiver which gives the location of the accident
spot. This tracked information is sent to the ambulance station which involves machine
interacting the web. The ambulance can track the accident spot.
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Aspects of WEB 3.0

References:
1. https://1stwebdesigner.com/what-is-web-3-0/
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1.5 Ubiquitous IoT Applications

Scenario Mapping:
Real time monitoring of patients vital signs can be considered as one of the ubiquitous
application of IoT.
This can be depicted in the following figure:
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The above figure shows the frame work of IoT network.
The goal of IoT is to achieve pervasive M2M connectivity and grand integration and to
provide secure, fast, and personalized functionalities and services such as monitoring,
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sensing, tracking, locating, alerting, scheduling, controlling, protecting, logging, auditing,
planning, maintenance, upgrading, data mining, trending, reporting, decision support,
dashboard, back office applications, and others.
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In the above figure the first ring is the sectors, the second ring is application groups, the third
ring is target objects or sites, and the fourth ring is devices used.
References:
1. https://iot-analytics.com/10-internet-of-things-applications/
2. https://www.iotforall.com/internet-of-things-examples-applications/
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1.6 Four Pillars of IoT

Scenario Mapping:
•

Wireless Sensor Network is deployed on the Patient to monitor his vital signs

•

Automatic accident detection where the embedded device in the car interacts with the
mobile is an M2M Scenario

•

SCADA is used in hospital for Heating, ventilation, and air conditioning (HVAC)
control

•

RFID is used in Medical equipment Management
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The four pillars of IoT includes





M2M
SCADA
RFID
WSN

1. M2M uses devices (such as an in-vehicle gadget) to capture events (such as an engine
disorder), via a network (mostly cellular wireless networks, sometimes wired or
hybrid) connection to a central server (software program), that translates the captured
events into meaningful information (alert failure to be fixed).
2. RFID uses radio waves to transfer data from an electronic tag attached to an object to
a central system through a reader for the purpose of identifying and tracking the
object.
3. A WSN consists of spatially distributed autonomous sensors to monitor physical or
environmental conditions, such as temperature, pressure, motion, or pollutants, and to
cooperatively pass their data through the network, mostly short-range wireless mesh
networks, sometimes wired or hybrid, to a main location.
4. SCADA is an autonomous system based on closed-loop control theory or a smart
system that connects, monitors, and controls equipment via the network (mostly
wired short-range networks, a.k.a., field buses, sometimes wireless or hybrid) in a
facility such as a plant or a building.

25 | P a g e

M2M Appllication Scenarios

SCADA Application Scenarios
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RFID Application Scenarios

WSN Application Scenarios

References:
1. https://studylib.net/doc/5531248/ch.3-four-pillars-of-iot

27 | P a g e

1.7 DNA or DCM OF IoT

Scenario Mapping:
•

IoT-related hardware and networks

•

A comprehensive collection of sensors and related technologies

•

Wired and wireless, short-range and long-distance communication technologies
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D-DEVICE N-NETWORK A-APPLICATION
D-DEVICE C-CONNECT M-MANAGE

The three layer DCM is about IoT value chain
The value chain is perhaps the most important part of the business model. It defines how the
service is delivered.
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References:
1. https://www.safaribooksonline.com/library/view/the-internetof/9781439893029/K14173_C004.xhtml
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1.8 The Toolkit Approach for End-user participation in the Internet of Things

Scenario Mapping:
Building blocks and tools for the development of IoT.
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Today, there are many end-user programming tools available, but in the Internet of Things
domain, this concept is relatively new. Appropriate user programmability could transform a
system, multiplying the effectiveness of programmers and users. This article discusses how
end-users can be empowered with new building blocks and tools, analogous to those that
were emerging during the early phases of Internet growth. Accelerators, frameworks and
toolkits are introduced, which would allow everybody to participate in the Internet of Things
in the same manner as in the Internet through Wikis, Blogs etc.
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The above figure shows the IoT in embedded systems point of view.

Technological and social aspects of IoT
References:
1. https://pdfs.semanticscholar.org/ab4c/02844fdd0c00eb404872fd0bf67652e24eaa.pdf
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1.9 Middleware for IoT

Scenario Mapping:
Application Programming Interface (API) can be considered as the Middleware software in
the present scenario.
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Internet of Things middleware is software that serves as an interface between components of
the IoT, making communication possible among elements that would not otherwise be
capable.
Software connected to thing via a network: The fundamental proposition of the IoT is that
connected software is a higher value than embedded software. Connected software is less
resource constrained and can integrate more diverse data sources.

Virtualization: Software connecting to an abstract representation of the thing. Virtualization
makes it easier to create reusable software and devices.

Virtualization through middleware: Allows many (web) applications to interact with
things. Middleware can cache the state of the thing and minimize network traffic and power
drain on constrained devices, and can also serve as persistent end point for things that aren't
reachable over the network due to power cycling, firewalls, etc.
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Middleware Platform: Allows many-to-many interactions between applications and things.
Enables realization of connected environments and network effects. Can provide standard
interfaces for things and application software.

References:
1. https://ieeexplore.ieee.org/document/7165049/
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UNIT-II
IoT Protocol

A communications protocol is a language of digital message formats and rules for
exchanging those messages in or between computing systems.
These protocols play a vital role in IoT. The following are the various issues of IoT in which
protocols are used









Connectivity
Identification
Communication
Discovery
Data
Device Management
Semantic
Multi-Layer Frame works

In the above scenario protocols play a various role.
In the grid 2.6 shows a scenario where a local personal area network is formed in the hospital
connecting various devices. The typical protocol used here is IEEE 802.15.4 which is a low
data rate connectivity protocol.
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Grid 2.7/2.8/2.9 shows the hospital where three important protocols are used for automation
and control.
Grid 2.7 show the application of HVAC( Heating, ventilation and air conditioning)
monitoring and control in hospital building. HVAC systems in hospitals are a primary line of
defence against the spread of airborne diseases. This can be done with the help of BACNET
protocol.
Grid 2.8 shows the application of multi-room temperature humidity monitoring and control in
the hospital building. Everything from medicine and tissue samples to donated blood and
food needs to be kept at specific temperature and humidity levels, and a failure by a
healthcare provider to properly monitor storage conditions might cause serious harm to a
patient. This can be done using a MODBUS protocol.
Grid 2.9 shows the application of lighting control in the hospital. A hospital is like its own
small community. There are offices, patient rooms, examination rooms, corridors, operating
theatres and so on. All rooms and areas require different lighting in different situations and at
different times. Patients and staff have different light requirements, which complicates
everything. Depending on the room or area’s function, you have several options to choose
from when it comes to lighting control. KNX protocol is a standard protocol which can be
used for this purpose.
Grid 2.10 shows the network which is located in the hospital. The sensors deployed on the
patient for monitoring his/her vital sign conditions are connected in a network. This network
can be formed using ZIGBEE protocol.
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2.1 Protocol Standardization for IoT – Efforts

The current status of IoT standardization as follows:





Fragmented architectures, no coherent unifying concepts, solutions exist only for
application silos.
No holistic approach to implement the IoT has yet been proposed.
Many island solutions do exist (RFID, sensor nets, etc.).
Little cross-sector reuse of technology and exchange of knowledge.

The main objective of IoT based companies is as follows:






Create the architectural foundations of an interoperable Internet of Things as a key
dimension of the larger future Internet
Architectural reference model together with an initial set of key building blocks:
−− Not reinventing the wheel but federating already existing technologies
−−Demonstrating the applicability in a set of use cases
−− Removing the barriers of deployment and wide-scale acceptance of the IoT
by establishing a strongly involved stakeholder group
Federating heterogeneous IoT technologies into an interoperable IoT fabric

To build WoT, the standardization of communication protocols, especially data formats,
plays a crucial and important role as evidenced by the invention and dominance of the
HTML/HTTP standard.
One of the main objective of IoT designer is to focus on protocol standardization, especially
data format standardization, instead of standardization on other layers of the value chain,
such as creating or modifying existing communication protocols such as Zigbee and others.
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Different IoT Protocol Scenarios:
Constrained Application Protocol (CoAP)

Message Queue Telemetry Transport Protocol (MQTT)
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Advanced Message Queuing Protocol (AMQP)

Data Distribution Service (DDS)

References:
1. https://iot.ieee.org/newsletter/july-2016/iot-standardization-and-implementation
challenges.html
2. https://data-flair.training/blogs/iot-protocols/

41 | P a g e

2.2 M2M and WSN Protocols

The main objective of this topic is to analyze and investigate the issues of M2M and WSN
Protocols.
M2M and IoT are taking the world by storm. The things around us are becoming smarter,
intelligent, seamlessly connected and interacting with each other. However, the real question
is what language or protocol does all these devices will communicate with the internet.
During the time of internet evolution, there was a strong desire among all the stake holders
that all the computers connected to the Internet should be talking in the same language/ same
protocol. TCP, IP, UDP etc. were some of the results of a quest around that search. However,
M2M/ IoT world still lacks a widely accepted and standard protocol, apart from a few
protocols that are being currently used.
In Machine to Machine and IoT, the interconnected devices are usually of short range low
power wireless devices with their own predefined set of operations or purpose. Because of
this, the protocols that are currently used on the internet cannot be directly used in these
devices. This brought in the need for creating a new set of protocols which can be catered to
the requirements of the M2M/ IoT world. Some of the most widely used protocols in M2M/
IoT are MQTT, CoAP, OMA LWM2M etc. These protocols specifically target low power
devices which have to conserve power so that they can operate for a long time. Compared to
the internet protocols where the pay load is heavy along with big headers and footers, in
M2M/ IoT protocols the payload is very small. So if internet protocols are being used, the
work will be more to reduce the size of the headers and footers for aiding fast communication
between the devices and the servers.
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Demonstration of MQTT(Message queue Telemetry Transport) and CoAP
(Constrained application protocol) support communication to the cloud and
smartphones

Scenario showing Distributed IoT Application using WSN
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Architecture of WSN

Today, smart grid, smart homes, smart water networks, intelligent transportation, are
infrastructure systems that connect our world more than we ever thought possible. The
common vision of such systems is usually associated with one single concept, the internet of
things (IoT), where through the use of sensors, the entire physical infrastructure is closely
coupled with information and communication technologies; where intelligent monitoring and
management can be achieved via the usage of networked embedded devices. In such a
sophisticated dynamic system, devices are interconnected to transmit useful measurement
information and control instructions via distributed sensor networks.
A wireless sensor network (WSN) is a network formed by a large number of sensor nodes
where each node is equipped with a sensor to detect physical phenomena such as light, heat,
pressure, etc. WSNs are regarded as a revolutionary information gathering method to build
the information and communication system which will greatly improve the reliability and
efficiency of infrastructure systems. Compared with the wired solution, WSNs feature easier
deployment and better flexibility of devices. With the rapid technological development of
sensors, WSNs will become the key technology for IoT.

References:
1.https://www.wirelesslogic.com/understanding-iot-m2m/
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2.3 SCADA and RFID Protocols

The main objective of this topic is to analyze and investigate the issues of SCADA and RFID
Protocols.
SCADA can be upgraded to IoT systems with certain specific changes to the existing
architecture.
For the transition to happen, traditional SCADA will have to migrate to IoT SCADA. There
are quite a few characteristics that traditional SCADA already shares with IoT like data
access, manipulation and visualisation. Concepts like real-time data visualization and M2M
communication that are key constituents of SCADA are crucial components of the IoT too.
Where IoT differs from SCADA is in its interoperability, scalability and its vast analytic
capabilities. In a traditional SCADA system individual sensors communicate with their
respective back-end applications using proprietary protocols. Cloud-based IoT SCADA
systems can collect and manage all flows using open communication standards. This data is
exposed through standard APIs and web services. The existence of this middleware layer has
enabled the development of business applications and analytics software. As a result the
information collected from millions of devices can be computed and analysed to provide
valuable insights. It also offers enhanced security.
In order to assimilate IoT to SCADA, certain devices and protocols should be integrated to
the existing system as per the plant functions and requirements
RFID is shaping up to be an important building block for the Internet of Things (IoT).
While smart sensors enable us to access a variety of information gathered in real time, their
cost and size limit their application. If the Internet of Things is to become the Internet of
Everything, then RFID could play a major role in its future.
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Scenario showing integrated SCADA system to IoT

How do RFID Protocol works?

References:
1. https://ieeexplore.ieee.org/document/6201508/
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2.4 Issues with IoT Standardization

The current status of IoT standardization as follows:





Fragmented architectures, no coherent unifying concepts, solutions exist only for
application silos.
No holistic approach to implement the IoT has yet been proposed.
Many island solutions do exist (RFID, sensor nets, etc.).
Little cross-sector reuse of technology and exchange of knowledge.

The main objective of IoT based companies is as follows:






Create the architectural foundations of an interoperable Internet of Things as a key
dimension of the larger future Internet
Architectural reference model together with an initial set of key building blocks:
−− Not reinventing the wheel but federating already existing technologies
−−Demonstrating the applicability in a set of use cases
−− Removing the barriers of deployment and wide-scale acceptance of the IoT
by establishing a strongly involved stakeholder group
Federating heterogeneous IoT technologies into an interoperable IoT fabric

To build WoT, the standardization of communication protocols, especially data formats,
plays a crucial and important role as evidenced by the invention and dominance of the
HTML/HTTP standard.
One of the main objective of IoT designer is to focus on protocol standardization, especially
data format standardization, instead of standardization on other layers of the value chain,
such as creating or modifying existing communication protocols such as Zigbee and others.
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IoT Standardization Components

The hurdles facing IoT standardization can be divided into four categories; Platform,
Connectivity, Business Model and Killer Applications








Platform: This part includes the form and design of the products (UI/UX), analytics
tools used to deal with the massive volume of data streaming from all products in a
secure way, and scalability which means that wide adoption of protocols like IPv6 in
all vertical and horizontal markets is needed.
Connectivity: This phase includes all parts of the consumer's day and night routine,
from using wearables, smart cars, smart homes, and in the big scheme, smart cities.
From the business prospective we have connectivity using IIoT (Industrial Internet of
Things) where M2M communications dominate the field.
Business Model: The bottom line is a big motivation for starting, investing in, and
operating any business; without a sound and solid business model for IoT we will
have another bubble , this model must satisfied all the requirements for all kinds of ecommerce; vertical markets, horizontal markets and consumer markets. But this
category is always a victim of regulatory and legal scrutiny.
Killer Applications: In this category there are three functions needed to have killer
applications: control "things", collect "data", and analyze "data". IoT needs killer
applications to drive the business model using a unified platform.

References:
1. https://iot.ieee.org/newsletter/july-2016/iot-standardization-and-implementationchallenges.html
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2.5 Unified Data Standards

Before the Internet of Things, the Internet was actually an Internet of documents or of
multimedia documents. The two pillars of the Internet including HTML/HTTP turned the
Internet into the World Wide Web. By the same token, we need to turn the Internet of Things
into the Web of Things to make sense of everything. What will it take to make this to
happen?





Do we need a new HTML/HTTP- like standard for MTC and WoT? If there is no
need to reinvent the wheel, what extensions do we need to build on top of
HTML/HTTP or HTML5?
The browser is intended for humans, so do we need a new browser for machines to
make sense of the ocean of machine-generated data? If not, what extensions do we
need to make to the existing browsers?
Today, most new protocols are built on top of XML. For OS there must be XMLbased data format standards or a metadata standard to represent the machinegenerated data (MGD). Is it possible to define such a metadata standard that covers
everything?

References:
1. https://www.iab.org/wp-content/IAB
uploads/2016/03/IAB_Semantic_Workshop_2016_ETRI.pdf
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2.6 IEEE 802.15.4

Scenario Mapping:
IEEE 802.15.4 protocol offer connectivity to the different devices which can help in physical
establishment of the network.
802.15.54 which is IEEE standard and this basically is used for forming Wireless Personal
Area Network (WPAN). It is a well‐known standard for low data‐rate WPAN.
In this scenario IEEE 802.15.4 can be used to create a WPAN in real time patient health
monitoring.
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Scenario shows Wireless Personal Area Network

Layered architecture of IEEE 802.15.4

References:
1. https://ieeexplore.ieee.org/document/4420456/
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2.7 BACNet Protocol

Scenario Mapping:
BACnet stands for Data Communication Protocol for Building Automation and Control
Networks.
In the above scenario BACNet Protocol can be used for monitoring and control of HVAC
system (Heating Ventilation and air conditioning).
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BACNet Application Scenario

Building Automation System Integrated to IoT

References:
1. http://www.bacnet.org/
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2.8 MODBUS

Scenario Mapping:
ModBus is an application layer messaging protocol that provides client/server
communication between devices connected on different types of buses or networks. Because
of its simplicity, ModBus has become one of the de-facto standards for industrial serial
message based communications since 1979.
In the above scenario MODBUS protocol can be used to build multi-room temperature and
humidity monitoring system in hospital.
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Application of MODBUS Protocol

Working of MODBUS Protocol

References:
1. http://modbus.org/docs/PI_MBUS_300.pdf
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2.9 KNX

Scenario Mapping:
KNX is an abbreviation for the word Konnex and describes a standardized protocol for
building control and also has its place in traditional home automation. Its biggest advantage is
the independence of any particular hardware platform which means that it could also be
executed on an 8-bit microcontroller. The technology focuses primarily on safety as well as
energy savings. That’s why the monitoring of all the different components in a KNX system
plays an important role. If the air conditioning , the heating and the lighting is controlled by a
single system multiple possibilities for cutting costs arise.
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In the above scenario KNX Protocol can be used to build smart lighting system for energy
saving in hospital.
Smart Lighting Application using KNX Protocol

•

Lighting Control using KNX

•

Lighting control can be governed via KNX Sensors (presence, luminance, Light
Level) and either switched or dimmed with KNX Actuators. Switching, dimming and
Scene Selection are available from KNX user interfaces.

References:
1. https://www.knx.org/knx-en/for-professionals/index.php
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2.10 ZIGBEE

Scenario Mapping:
Zigbee is an IEEE 802.15.4-based specification for a suite of high-level communication
protocols used to create personal area networks with small, low-power digital radios, such as
for home automation, medical device data collection, and other low-power low-bandwidth
needs, designed for small scale projects which need wireless connection. Hence, Zigbee is a
low-power, low data rate, and close proximity (i.e., personal area) wireless ad hoc network.
In the above scenario Zigbee protocol is used to connect various sensors deployed on the
patient's body to the Gateway and further the gateway is connected to cloud.
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ZIGBEE Architecture

Scenario showing Sensor Networking via ZIGBEE

References:
1. http://www.rfwireless-world.com/Tutorials/Zigbee_tutorial.html
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UNIT-III
Web of Things

The above scenario shows two grids which indicates two important issues in IoT
 WEB OF THINGS
 CLOUD OF THINGS
The Web of Things (WoT) is a computing concept that describes a future where everyday
objects are fully integrated with the Web. The prerequisite for WoT is for the "things" to have
embedded computer systems that enable communication with the Web. Such smart devices
would then be able to communicate with each other using existing Web standards.
Considered a subset of the Internet of Things (IoT), WoT focuses on software standards and
frameworks such as REST, HTTP and URIs to create applications and services that combine
and interact with a variety of network devices. So, you could think of the Web of Things as
everyday objects being able to access Web services. The key point is that this doesn't involve
the reinvention of the means of communication because existing standards are used.
The integration of IoT and cloud computing is referred to as cloud of things. With the trend
going on in ubiquitous computing, everything is going to be connected to the Internet and its
data will be used for various progressive purposes, creating not only information from it, but
also, knowledge and even wisdom. Internet of Things (IoT) becoming so pervasive that it is
becoming important to integrate it with cloud computing because of the amount of data IoT's
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could generate and their requirement to have the privilege of virtual resources utilization and
storage capacity, but also, to make it possible to create more usefulness from the data
generated by IoT's and develop smart applications for the users. This IoT and cloud
computing integration is referred to as Cloud of Things in this paper. IoT's and cloud
computing integration is not that simple and bears some key issues. Those key issues along
with their respective potential solutions have been highlighted in this unit.
Scenario showing Integration of IoT with cloud computing
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3.1 Web of Things versus Internet of Things

The limitations of the IoT become obvious as soon as one wants to integrate devices from
various manufacturers into a single application or system. To illustrate how the Web of
Things can deal with these limitations, let’s consider the life of Johnny B., the owner of a
famous hotel chain in several cities around the world. Johnny would like to digitally connect
all the appliances in all the rooms of his hotels, so that he is able monitor, control, and
improve the management of his hotels from the deck of his yacht in the Bahamas, using a
single Web-based ―hotel control center‖ application. At the same time, this system could also
offer a more pleasant and personalized experience to each guest in his hotels, as shown
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Johnny would like to digitally connect the appliances in all rooms of his hotel. First, guests
could have access to a variety of services from controlling their room (lights, air
conditioning, entertainment, etc.), to booking hotel facilities, to ordering food and drinks – all
of this on their mobile phone. Second, this system would allow Johnny to coordinate and
optimize all aspects of his hotel in a centralized and efficient manner, without having to use a
variety of applications and tools.
If Johnny is keen on DIY (―Do it yourself‖), he could also decide to build the whole system
himself. He could buy all the pieces from the same company, so they are designed to fit and
work well together. Unfortunately, it’s unlikely any solution on the market will have all the
sensors and equipment he would like to control. Even if he could find this perfect system, it’s
not likely that the user interface will be on par, especially when it comes to customizing
access control, and configurability. If he also wants the system to be scalable, reliable, and
secure, you can easily double – if not triple – the time it will take to build it.
In the IoT, hundreds of incompatible protocols co-exist today. This makes the integration of
data and services from various devices extremely complex and costly. In the Web of Things,
any device can be accessed using standard Web protocols. Connecting heterogeneous devices
to the Web makes the integration across systems and applications much simpler.
Wouldn’t it be great if any device could be easily integrated and consumed by any
application, regardless of the networking protocols used by those devices? This is exactly
what the Web of Things enables you to do, as illustrated in the below Figure

63 | P a g e

Scenario showing the difference between IoT and WoT

References:
1. https://webofthings.org/2016/01/23/wot-vs-iot-12/
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3.2 Two Pillars of WEB
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HTTP Client-Server Model

HTTP is a protocol which allows the fetching of resources, such as HTML documents. It is
the foundation of any data exchange on the Web and a client-server protocol, which means
requests are initiated by the recipient, usually the Web browser. A complete document is
reconstructed from the different sub-documents fetched, for instance text, layout description,
images, videos, scripts, and more.

References:
1. https://www.w3.org/Protocols/
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3.3 Platform Middleware for WoT

Compared with data format standardization, the standardization of a unified IoT system
architecture is more feasible and doable, especially the back end multitiered platform
middleware architecture. This is one of the important conclusions drawn in this topic.
This topic focused on the standardization scope of Web of Things.
And other blocks and conditions underlying the Web of Things are described as example
implementation and/or requirements such as the description of how to treat constraint devices
and security and privacy.
Web of Things is distributed platform over the latest Web technology. And Web of Things
can wrap the difference among legacy IoT protocols defined by various standardizing
organizations and also can provide interoperability between above legacy standards.
Utilizing this interoperability, IoT application developers can ship only one WoT-compliant
application on behalf of shipping each legacy standard-compliant application.
Requirement for functional architecture of WoT
Flexibility
There is a wide variety of Physical devices configuration for WoT implementations.
Functional WoT architecture should be able to be mapped to and cover all of the variations.
Compatibility
We have already had many legacy IoT solutions and IoT standardization activities in many
business fields.
Functional WoT architecture should provide bridge between legacy IoT solutions and Web
technology based on WoT concepts. And it should guarantee to be upper compatible to
legacy IoT solutions and current standards.
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Security and Privacy
Functional WoT architecture should have the room for providing security and privacy
functionalities.
In the IoT solutions, once cyber security barrier is hacked, it is more easily led to safety
and/or privacy issues than conventional web solutions. That is because hacked IoT devices
often treat heat cycle such as central heating systems, physical moving devices such as cars.

Deployment Scenario

In this case, an electronic appliance such as an air conditioner with web server functionality
connected directly to local home network. Then a remote controller with WoT client which is
realized by a browser application or native application can access the air conditioner through
local home network directly.
WoT Server
An entity consists of Web server and device control capabilities.

References:
1. https://w3c.github.io/wotwg/architecture/wot-architecture.html
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3.4 Unified Multitier WoT Architecture

An application server is a software framework or middleware that provides an environment in
which applications can run, no matter what the applications are or what they do. An
application server acts as a set of components accessible to the software developer through an
API defined by the middleware itself. For web applications, these components are usually
performed in the same machine where the web server is running, and their main job is to
support the construction of dynamic web pages. However, present-day application servers
target much more than just web page generation: they implement services like clustering, failover, and load balancing, so developers can focus on implementing the business logic.
The application server is based on the three-tiered or multitiered software architecture. The
multitier architecture is a client–server architecture in which the presentation, the application
processing, and the data management are logically separate processes, which is important for
distributed web applications.
Three-Tiered Architecture
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Application Deployment Scenarios:
WoT Client on Smart Phone

In this case, a browser on Smartphone is expanded to include WoT client functionality that
can directly or remotely control the air conditioner depending on the network. Wi-Fi or
Bluetooth/BLE connection of the Smartphone is used for the direct control and cellular
network of the Smartphone is used for the remote control.
WoT servient on Smart Home Hub

In this case, a home hub with WoT servient placed between a home network and the Internet
that manages electronic appliances in a house. The home hub controls the electronic
appliances when remotely receiving a command from a remote controller with WoT Client
such as browser application or native application on a Smartphone.
References:
1. https://w3c.github.io/wotwg/architecture/wot-architecture.html
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3.5 WoT Portals and Business Intelligence

A web portal or links page is a website that functions as a point of access to information in
the World Wide Web. A portal presents information from diverse sources in a unified way.
At the beginning of the web-based Internet revolution, web portals played a crucial role in
making the web popular among the general public. Examples of public web portals include
Yahoo, AOL, Excite, MSN, and more recently, iGoogle. Apart from the standard search
engine feature, web portals offer other services such as e-mail, news, stock prices,
information, databases, and entertainment.
There are two broad categorizations of portals: horizontal portals, which cover many areas,
and vertical portals, which are focused on one functional area. A vertical portal called vortal
consequently is a specialized entry point to a specific market or industry niche, subject area,
or interest. WoT portals are vertical portals.
Popular WoT Portals:





Google Power Meter
Sun SPOT
Sensor Map
Pachube
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Business intelligence (BI) is a technology-driven process for analyzing data and presenting
actionable information to help executives, managers and other corporate end users make
informed business decisions.
BI encompasses a wide variety of tools, applications and methodologies that enable
organizations to collect data from internal systems and external sources; prepare it for
analysis; develop and run queries against that data; and create reports, dashboards and data
visualizations to make the analytical results available to corporate decision-makers, as well as
operational workers.

We should focus on How business intelligence, big data and the Internet of Things can help
you run your business better.
Business intelligence and IOT are a dynamic duo when you utilize both tools together. IOT
has helped businesses better understand consumer generated customer data, optimize supply
chain production, increase profitability, and forecast new business trends.

The combination of business intelligence, big data analytics, and the Internet of Things
provide enormous opportunities for companies across all industries – provided they are
equipped to leverage existing opportunities. By collecting real-time information on all aspects
of the business, delivering the sophisticated tools to analyze that data, and connecting with
any mobile device, your company has the ability to quickly, simply, and flexibly grow its
success.
References:
1.https://www.researchgate.net/publication/315517913_Internet_of_Things_and_its_impact_
on_Business_Analytics
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3.6 Grid/SOA and Cloud Computing

Cloud computing and grid computing almost have the same vision of providing services to
the users through sharing capabilities and resources. Although the terms are differentiated
based on application focus, architecture, resource usage patterns, number of services,
interoperability, business models etcetera.
Cloud computing banish the need of buying the hardware and software which requires
complex configuration and costly maintenance for building and deploying applications
instead it delivers it as a service over the internet. On the other hand, in grid computing, a
cluster of computers work together to solve a massive problem by splitting it into several
small units which are distributed over computers (part of a grid).
In Cloud computing, the resources are centrally managed whereas in grid computing
resources are distributed where each site has its own administrative control.
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A service-oriented architecture is essentially a collection of services. These services
communicate with each other. The communication can involve either simple data passing or
it could involve two or more services coordinating some activity. Some means of connecting
services to each other is needed.
Cloud computing is a model for usage-based network access to a common pool of
configurable computing resources (e.g. networks, servers, storage systems, applications, and
services) that can be provided and used quickly. IP-based services are requested via selfservice and used online independently. A prerequisite for this is a broadband Internet
connection with low latency. The IT resources are bundled into pools and provided as
required. Billing is based on the services used.
The key challenges of a cloud computing solution are security and quality aspects, including
performance, latency, and availability. Integration, adaptation, agility, and the possible
relocation of the solution play a major role during and after the implementation phase.
These aspects can be addressed with an SOA-based architecture. (Indeed, some experts and
analysts believe that SOA is a prerequisite for the cloud.)
Why Use SOA?
The necessity of using SOA in a cloud environment should become apparent in this example
of an order-to-cash process. In our example, dog food is advertised in Salesforce, purchased
via Amazon, and billed in a local finance system. The overall cooperation between sales,
logistics, and accounting, and the associated integration of process data plays a key role

References:
1. https://www.oracle.com/technetwork/articles/soa/ind-soa-cloud-2190513.html
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3.7 Cloud Middleware and Cloud Standards

Middleware is a term that has come up much more prevalently in recent years. The term was
once applied to the software that connected computers with databases. However, the term has
become much broader of late. If you have not heard this term before, or if you are just
starting to understand what this might mean, you are probably wondering ―what is
middleware?‖•
A simple middleware definition: software that connects computers and devices to other
applications. It can also be referred to as the slash or connecting point in client/server.
Another way to define middleware is to say that it is software that acts as a liaison between
applications and networks. The term is often used in the context of cloud computing, such as
public or private cloud.
However, these definitions are simplistic, and may not fully answer the question of what is
middleware? As an example of what is wrong with these definitions, middleware is not just a
liaison between applications and networks. It is a liaison between applications and other
applications, software, or even databases.
Another middleware definition is to say that it acts as an intermediary. It is often used to
support complicated and distributed applications. It can be a web server, application server,
content management system, or other tool that supports application development and
delivery. It can also be a software application that connects two or more applications so that
data can be shared between them.
Another way to define middleware is to say that it is software that lets other software interact
with one another. This is perhaps a more complete if simplistic definition of what middleware
really is. It is the playing field that applications use to interact with one another.
There are many different types of middleware, and each type will have its own specific
definition. However, all middleware meets the definitions listed above. Some of these
definitions may seem a bit confusing, but once you get into the different types of middleware,
it will all begin to slowly make sense.
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Multi-tiered cloud Architecture based on Middleware

Role of Middleware in Cloud Services Delivery Models
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The U.S. National Institute of Standards and Technology (NIST) has come up with a widely
accepted definition that characterizes important aspects of cloud computing:
Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access
to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.
This cloud model is composed of the following:
 Three service models: IaaS, PaaS, and SaaS
 Four deployment models: private cloud, public cloud, community cloud, and hybrid
cloud
 Five essential characteristics: on-demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service
References:
1. https://cloudcomputing.ieee.org/standards
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3.8 Cloud Providers and Systems

Who is a cloud service provider?
cloud service provider, or CSP, is a company that offers some component of cloud computing
-- typically infrastructure as a service (IaaS), software as a service (SaaS) or platform as a
service (PaaS) -- to other businesses or individuals.
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IaaS providers
In the IaaS model, the cloud service provider delivers infrastructure components that would
otherwise exist in an on-premises data center. These components could consist of servers,
storage and networking as well as the virtualization layer, which the IaaS provider hosts in its
own data center. Cloud service providers may also complement their IaaS products with
services such as monitoring, security, load balancing and storage resiliency.
SaaS providers
SaaS vendors currently offer a wide array of business technologies, such as productivity
suites, customer relationship management (CRM) software and human resources
management (HRM) software, all of which the SaaS vendor hosts and provides over the
internet. Many traditional software vendors now sell cloud-based options of their on-premises
software products.

PaaS providers
The third type of cloud service provider, PaaS vendors, offers cloud infrastructure and
services that users can access to perform various functions. PaaS products are commonly
used in software development. In comparison to an IaaS provider, PaaS providers will add
more of the application stack, such as operating systems and middleware, to the underlying
infrastructure.
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Cloud providers are also categorized by whether they deliver public cloud, private cloud or
hybrid cloud services.

Public Cloud, is a type of hosting which cloud services are delivered over a network for
public use.
Private Cloud, is a cloud infrastructure that is solely used by one organization.
Hybrid Cloud, uses both private and public clouds, but can remain separate entities.
Community Cloud is an infrastructure that is mutually shared between organizations that
belong to a particular community.

References:
1. https://www.uniprint.net/en/7-types-cloud-computing-structures/
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3.9 Mobile Cloud Computing

Mobile Cloud Computing (MCC) is the combination of cloud computing, mobile computing
and wireless networks to bring rich computational resources to mobile users, network
operators, as well as cloud computing providers.
Mobile cloud computing uses cloud computing to deliver applications to mobile devices.
These mobile apps can be deployed remotely using Speed and flexibility and development
tools. Cloud applications can be built or revised quickly using cloud services. They can be
delivered to many different devices with different operating systems, computing tasks and
data storage. Thus, users can access applications that could not otherwise be supported.
Why Mobile Cloud?
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References:
1.https://www.researchgate.net/figure/Mobile-cloud-computing-architecture_fig7_305715589
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3.10 The Cloud of Things Architecture

Cloud of Things Architectural Specification
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Smart Home Application Scenario

WoT servient on cloud serves as device shadows of electric appliances. Then WoT servient
controls the appliances when receiving commands from WoT client such as browser or
application on a Smartphone.

In this case, WoT servient on cloud cashes properties of electric appliances that a home hub
manages and acts as an agent that manages them in the cloud in conjunction with the home
hub.
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Smart Factory

In this case, WoT servient 1 and 2 control factory equipment with legacy communication
such as RS-485 or EtherCAT. Then WoT servient 3 on the cloud collects data from the WoT
servients. Services on WoT servient 3 analyze the data and can provide the dashboard. Users
can monitor the dashboard from a browser.
Note that placing the WoT servient on the cloud is not mandatory and the WoT servients
would be placed only on the local network because of the security reason.

References:
1. https://www.sciencedirect.com/science/article/pii/S2405896316325885
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UNIT-IV
Integrated

The above scenario shows two business models for IoT.
1. Ambulance Service
2. Insurance Claim
Internet of Things (IoT) is a network of things connected to each other and refers to an
ecosystem comprising of objects, connectivity and application/services.

IoT Value chain
The value chain is perhaps the most important part of the business model. It defines how the
service is delivered. IoT has a very complex value chain due to the fact it impacts a large
number of processes. The large opportunity also means multiple stakeholders who would
need to work together to deliver on the promise of IoT. Below is the simplified version of the
value chain listing down the key activities under each component of the value chain and a
few players active in this space.
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The most important question for any company interested in IoT is to find its position in the
value chain. The position in the value chain would define its relevance, strategy and
opportunity. The big question is who will win or lead the IoT. The player capturing the
biggest pie of the value chain should ideally take a lead in forging partnerships. A quick look
at the value that can be targeted by different players (refer to the image below), it is clear that
the platform providers are best positioned to lead the IoT as they capture up to 50% of the
value.

Based on the above figure, there are five key groups of players, viz., device providers,
operators, platform providers, systems integrator and application providers. Each of this
group would have various companies depending on the target industry. Each of the player
brings unique strength to further the IoT but not everyone is on an equal footing.
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4.1 Integrated Billing Solutions in the Internet of Things

The Internet of Things is one of the most promising technological developments in
information technology. It promises huge financial and nonfinancial benefits across supply
chains, in product life cycle and customer relationship applications as well as in smart
environments.
However, the adoption process of the Internet of Things has been slower than expected. One
of the main reasons for this is the missing profitability for each individual stakeholder. Costs
and benefits are not equally distributed.
Cost benefit sharing models have been proposed to overcome this problem and to enable new
areas of application. However, these cost benefit sharing approaches are complex, time
consuming, and have failed to achieve broad usage.
In this topic, an alternative concept, suggesting flexible pricing and trading of information, is
proposed. On the basis of a beverage supply chain scenario, a prototype installation, based on
an open source billing solution and the Electronic Product Code Information Service
(EPCIS), is shown as a proof of concept and an introduction to different pricing options. This
approach allows a more flexible and scalable solution for cost benefit sharing and may enable
new business models for the Internet of Things.
The Internet of Things (IoT) can be described as a multitude of connections between various
computing devices connected to the Internet. A new kind of connectivity between devices,
systems, and services appeared, bringing in a phenomenon much broader than machine-tomachine communications (M2M).
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The Variety of Players in the IoT/M2M Ecosystem
In the IoT/M2M market partnering will be a key factor of success because providing services
alone will be simply impossible. Over 28% of providers surveyed indicated that these
partnerships will be difficult to establish particularly in terms of identifying the right partners
for new services, restrictions due to lack of relationships with the main issue being the lack of
control over the value chain.
As the IoT value chain is quite long, the following players can be identified in the IoT
ecosystem:
Communications Service Provider (CSP) – provider of the communication service between
the end devices, as well between end devices and the management platform. In most cases the
technology used for such communication is mobile (2G/3G), so CSPs are playing the role of
a Mobile Network Operator (MNO).
Provider – provides the IoT/M2M service. This can be a CSP or a third party. An M2M
provider can offer services directly to end users (B2C) or sell via M2M customer / resellers
(B2B).
Application Provider – delivers a specialized vertical application used in particular industries
or (in more general cases) delivers an application enablement platform that supports the
development of vertical applications.
Device Provider – assembles devices that can be delivered to end users directly by a device
manufacturer, or by a CSP, a third party or a customer / reseller
Third Party Partner – any company or organization providing additional services in the IoT
ecosystem (e.g. an insurance company).
Customer / Reseller – resells IoT/M2M services to end users – it can be simple reselling of
services delivered by an IoT/M2M Provider or it can also encompass additional professional
services like deployment, maintenance, consultancy or any VAS, offered by an IoT/M2M
Customer
End User – a user of an IoT/M2M service.
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Smart Health Care Application Scenario (how Billing is Done?)

Flow A: the MNO is paying the Application Provider for the use of the Application Platform
Flow B: the MNO is paying the Device Provider for delivering the devices
Flow C: the MNO signs agreements with the Insurance Company for insuring devices and
SIM cards in the services used by its customers and pays a fee for each agreement
Flow D: the M2M Customer is paying the MNO for a SIM card, device, application and
insurance
Flow E: the M2M Customer is selling a service, such as Intelligent Home Security, which
gives the End User (retail or business) a full bundle of services: device with SIM card,
management platform, insurance, consultancy and support
References:
1. https://link.springer.com/chapter/10.1007%2F978-3-642-19157-2_9
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4.2 Business Models for the Internet of Things

The emerging Internet of Things provides a networked infrastructure that enables incremental
business transformation as well as radical business changes. So far, the full potential of
possible business opportunities has not been leveraged. Within this topic we propose the
concept of business models and business model innovation as a means to align ―technological
development and economic value creation in the Internet of Things.
Business strategies created by IoT for healthcare companies:
Remote healthcare programs
Remote patient monitoring holds the supreme value for healthcare companies. These
solutions are getting widespread, so more and more people are inclined to use them for
disease prevention. Healthcare service providers can use these smart monitoring devices to
create subscription plans for their clients when patients pay a monthly fee for a particular set
of remote monitoring services. Using an IoT platform is an essential prerequisite in this case
since these treatment plans will involve connecting a number of different smart devices,
adjusting them for individual patient needs, and continuously enhancing this type of
treatment with new devices, features, and analytics algorithms.
Joint IoT ecosystems
Healthcare companies can use their IoT platforms to coordinate work between separate
medical units or involve third-party service providers into their medical service delivery, thus
extending the scope and scale of healthcare services. For example, a hospital could
immediately connect their patients to a third-party ambulance or taxi service in case
there are no available vehicles in their own garage at the moment. Another convenient
option is automated data exchange between a healthcare institution and a medical lab or a
health resort where patients can receive additional treatment. These joint IoT ecosystems
allow healthcare service providers to offer comprehensive healthcare services to their clients
and keep an eye on the treatment process end to end.
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Partnerships between healthcare companies and medtech vendors
Both healthcare companies and medtech vendors can benefit from partnerships around IoTpowered devices and solutions. Together they can develop specific treatment solutions that
can have a good traction among patients. Healthcare companies can provide valuable
feedback to manufacturers while the latter would implement solutions that are easily
integrated into their partner’s hospital ecosystems. In this way, new devices and services can
be introduced much faster and function as expected.
Analytics as a service
Health data analytics can be offered by larger healthcare companies as a service to those
companies who don’t have this capability. Also, analytics can be incorporated into existing
offerings of a healthcare service provider to deliver a new range of healthcare programs for
patients. Among them are early disease diagnosis and preventive treatment. Analytics can be
of great value for device vendors too, as they can enable predictive maintenance over their
products and thus additionally monetize on the top-level reliability of their solutions.
Public health projects
Last but not the least, comprehensive IoT medical platforms can help healthcare companies
undertake modern public health programs sponsored by government and charity funds.
Having an IoT platform would be an especially significant advantage for large-scale IoT
projects in healthcare, which might involve a fleet of different devices and sophisticated
connectivity requirements. An IoT platform also would take care of elastic scalability for
such solutions and end-to-end data security.
References:
1. https://www.sciencedirect.com/science/article/pii/S0268401215000766
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4.3 Network Dynamics: Population Models , Information Cascades

When people are connected by a network, it becomes possible for them to influence each
other's behaviour and decisions.
There is a nearly limitless set of situations in which people are influenced by others: in the
opinions they hold, the products they buy, the political positions they support, the activities
they pursue, the technologies they use, and many other things.
An information cascade is a situation where each person makes a decision/choice based on
the observations or choices of others while ignoring his own personal information.
Information cascade is a theory used in the field of behavioural economics as well as other
social sciences. Informational cascades can be observed in various scenarios including
financial markets, politics, and business strategies.
An example might be a physician trying to diagnose a patient; the physician performs a
sequence of tests where each choice of test depends on the outcomes of all previous
tests.How an Information Cascade Works
Information cascades generally develop when there is no direct verbal communication
between individuals.
A basic information cascade can be formulated as follows:
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Let's assume for example that there are four individuals, M, N O, P. They are faced with two
choices — either accepting (value = 1) or rejecting (value = 0). Each individual sequentially
makes his or her choice. M is the first decision maker, and as such, has no public information.
He will make the decision based on his personal information. Let’s suppose he accepts (value
= 1). Now, N will have his own personal information, as well as the public observation that
M accepted. Hence, he may choose to either accept or reject based on his conviction on both
personal and public knowledge. For simplicity’s sake, let’s assume he accepts (value = 1).
Now let’s assume that O would ignore his personal information signal and simply accept
(value = 1), since both of the previous actors did the same. This will result in formation of an
informational cascade. O would add no additional information to the cascade as he is just
imitating previous actors.
P will observe the choices of the previous actors and imitate them by choosing the same
(value =1).
When an informational cascade leads to a correct outcome, it is generally referred to as an up
cascade. Similarly, a path leading to wrong outcomes or rejection is called down cascades.
The Bayesian probability formula can be used to calculate the probability of N making a
choice after M has already made his decision.
Key Characteristics of an Information Cascade
Herd Behaviour
After a point, very little new information is added to the cascade, and individuals just imitate
others based on the premise that such a large number of people cannot be wrong. This is
referred to as herd behaviour. However, this imitation can lead to erroneous behavior on a
massive scale.
Fragility
Information cascades are generally very brittle by nature, as individuals may be reacting only
to hearsay and public observation. Any new public information or a more precise information
source can change the actions, as well as directions of the cascade.
Disappearance of Information Externality
When an individual makes a public decision based on his own private information and
commits an error, this is known as ―information externality‖ and can be added to the public's
knowledge. But when decisions are taken based on past actions and by ignoring personal
choices, there is no information to add to the public’s knowledge base.
References:
1. https://www.coursera.org/lecture/networks-illustrated/information-cascade-sequentialdecision-making-ydon3
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4.4 Network Effects

What is the 'Network Effect?'
The network effect is a phenomenon wherein increased numbers of people or participants
improve the value of a good or service. The internet is such an example. Initially, there were
few users of the internet. It was of relatively little value to anyone outside of the military and
a few research scientists. As more users gained access to the internet, they produced more
content, information and services. More and more websites were also developed and more
users connected to communicate with each other. These developments made the internet
increasingly valuable to its users.
The rise of social media can be directly correlated to the network effect. The more users
present on Twitter sharing comments, links and media, the more useful the platform became
to the public. Similar growth through the network effect was seen with Facebook, YouTube
and Instagram. The escalation of users on those platforms fostered more interest from even
more users. Corporations have also sought to participate with these platforms to engage in the
expanding conversations among the many consumers who interact online.
What the Network Effect Means to Businesses
A variety of services-for-hire apps and websites also benefit from the network effect. As
more professionals list online they are available as dog walkers, tutors, or even electricians,
even more customers begin to rely on such directories. E-commerce sites such as Etsy and
eBay grew in popularity as more sellers joined those marketplaces and sold their products to
the influx of consumers who embraced shopping online.
Ridesharing services also evolved and grew through the support of more participants signing
up and expanding their reach across cities and states. As more drivers became part of Uber
and Lyft, those brands gained in market value with passengers seeking rides.
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The chief hurdle for any good or service that uses the network effect is to get enough users
initially so that the network effects take hold. The amount of users required for significant
network effects is often referred to as critical mass. After critical mass is attained, the good or
service should be able to attract many new users because its network offers utility.
If too many people use a good or service, negative network effects such as congestion can
occur. In the internet example, having too many users on the same network service can
hypothetically cause the speed to deteriorate, decreasing utility for users. Providers of goods
and services that use a network effect must ensure that capacity can be increased sufficiently
to accommodate all users.

Network effects are the incremental benefit gained by an existing user for each new user that
joins the ecosystem. There are two types of network effects: direct and indirect network
effects. For platform businesses, network effects are key since there are two types of users:
consumers and producers. As more consumers join the platform, the more useful and
valuable it is to producers.
The 5 C’s of Network Effects
There are strategies that platforms can incorporate in order to develop strong network effects
that go beyond simply acquiring as many users as possible, and we have broken them down
into 5 steps: Connection, Communication, Collaboration, Curation, and Community.
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We typically define a ―network effect‖ as the magic that happens when acquiring your Nth
user adds value back to your 1st user.
Everyone wants network effects because it creates defensibility and lock-in for existing users,
and acts like a magnet for new users.
But it turns out that creating a network effect isn't as simple as throwing a bunch of people
onto a platform and asking them to connect or interact with one another.
References:
1. https://medium.com/@nfx/the-network-effects-manual-13-different-network-effectsand-counting-a3e07b23017d

97 | P a g e

4.5 Cascading Behaviour in Networks

Connectedness of a complex system means two things:



An underlying structure of interconnecting links
Interdependence in the behaviour of individuals who inhabit the system, so that the
outcome for any one depends on the combined behaviours of all

When people are connected by a network, it becomes possible for them to influence each
other’s behaviour and decisions
This basic principle gives rise to a range of social processes in which networks serve to
aggregate individual behaviour and produce population-wide, collective outcomes.
There are many settings in which it may be rational for an individual to imitate the choice of
others
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Two distinct reasons can be identified:
1. Information effects
Choices made by others can provide information about what they know
2. Direct-benefit effects
There are direct benefits from copying the decisions of others
Information effects may entail making choice contrary to one’s own information
Example: restaurant choice
This results in a phenomenon called herding or information cascade
Information cascade has the potential to occur when people make decisions sequentially, with
later people watching the actions of earlier people and making inferences
Different structures of real cascades occurred on Twitter. Node sizes are proportional to
the node degree and links represent the follower relationship between users

References:
1. https://academic.oup.com/comnet/article/1/1/3/510017
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4.6 The Small World Phenomenon

In the Previous topics we considered how social networks can serve as channel by which
ideas and innovations flow through groups of people?
To develop this idea more fully, we now relate it to another basic structural issue — the fact
that these groups can be connected by very short paths through the social network.
Take the example of a friend who grew up in another country: following a path through this
friend, to his or her parents, to their friends, you've followed only three steps and ended up in
a different part of the world, in a different generation, with people who have very little in
common with you. This idea has been termed the small-world phenomenon ,the idea that the
world looks small when you think of how short a path of friends it takes to get from you to
almost anyone else. It's also known, perhaps more memorably, as the six degrees of
separation.
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Social networks expand to reach many people in only a few steps

References:
1.

https://www.coursera.org/lecture/algorithmic-thinking-1/the-small-world-problem-3h6sC
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UNIT-V
Applications

The above scenario shows two applications
1. Smart Grid
2. Electrical Vehicle Charging
IoT helps Smart Grid systems to support various network functions throughout the generation,
transmission, distribution and consumption of energy by incorporating IoT devices (such as sensors,
actuators and smart meters), as well as by providing the connectivity, automation and tracking for
such devices.
Using IoT we can easily manage the whole V2G (Vehicle to Grid) system which will definitely saves
time and money.
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5.1 The Role of the Internet of Things for Increased Autonomy and Agility in
Collaborative Production Environments

Collaborative product development (collaborative product design) is a business strategy,
work process and collection of software applications that facilitates different organizations to
work together on the development of a product.
Agility in manufacturing involves being able to respond quickly and effectively to the current
configuration of market demand, and also to be proactive in developing and retaining markets
in the face of extensive competitive forces.
Agility relates to the interface between the company and the market. Essentially it is a set of
abilities for meeting widely varied customer requirements in terms of price, specification,
quality, quantity and delivery.
Autonomous Control describes processes of decentralized decision-making in hierarchical
structures. It presumes interacting elements in non-deterministic systems, which possess the
capability and possibility to render decisions independently. The objective of Autonomous
Control is the achievement of increased robustness and positive emergence of the total
system due to distributed and flexible coping with dynamics and complexity.
Market structures underlie a continuous process of change, caused by innovations of
enterprises, technical improvements, new market participants, amendments, or changes in
society’s values. The concerned enterprises need to react to these changes and need to adapt
their services and products in a quick and adequate manner in accordance with the new
market conditions.
To reduce the time gap between the detection of change and the necessary adjustments in
production, it is necessary to find technologies and methods which enable the production
networks to react autonomously for developing an agile supply chain coordination design.
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Potential technologies that can confer this behaviour to collaborative production
environments are the "Internet of Things" and "autonomous objects."
The Internet of Things underlies different definitions, but mainly the term describes the
increasing interconnectedness of electronic devices, using a common information
infrastructure.
Autonomous objects are objects which are equipped with intelligence (small central
processing units (CPUs) and algorithms) to be capable of making contextual routing
decisions or handling activities.
Both, the Internet of Things concepts and the autonomous objects, are complementary. The
Internet of Things acts as an infrastructure and helps to realise the new systemic
characteristics of autonomy and agility by providing an object- oriented information
architecture for precise real-time data and ubiquitous Internet access.
Two Chinese Companies(Fujitsu and INESA Group) Collaborate on Smart
Manufacturing Project for "Made in China 2025"

References:
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5.2 Resource Management in the Internet of Things: Clustering, Synchronization and
Software Agents

The objects of the Internet of Things will be empowered by embedded devices whose
constrained resources will need to be managed efficiently. It is envisioned that these devices
will be able to form ad-hoc networks, and that the connection from these networks to the
Internet of Things infrastructure will not always be possible. In this topic we propose the use
of clustering, software agents and synchronisation techniques in order to overcome the
challenges of managing the resources of the Internet of Things objects. We argue that
clustering will be beneficial to reduce the energy expenditure and improve the scalability and
robustness of the object networks. Software agents will aide in the automation of task, both
for the objects and the Internet of Things users. Finally, synchronisations techniques will be
necessary to address the various challenges of harmonising plenty of copies of object data
with potentially partially disconnected Internet of Things architecture components.
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Internet of Things will empower users and objects to share information in a seamless,
automated manner. In this context, the Internet of Things promises a new generation of the
Internet, in which global connectivity moves towards everyday objects and things, radically
widening the scope of Internet-based applications. On these premises, the management of an
escalating number of connected devices, together with a movement towards their increasing
autonomy and relatively limited capabilities, pose a number of challenges that are yet to be
explored.
Challenges arising from the increasing number of connected objects, such as limited
computation and energy, unreliable wireless channels and the impossibility of ubiquitous
network access, repetitive and mundane user interactions, given the complexity of the
architecture.
Within this scope, three major interconnected topics will be explored: First, the grouping of
objects into clusters in order to overcome scalability, energy efficiency and robustness issues,
secondly, the use of software agents to represent and manage objects and users, moving part
of the complexity to the architecture and providing a bridge between the users and the things,
and, thirdly, techniques for bidirectional synchronisation of object knowledge in order to
support operations and provide resilience in situations having only intermittent or unreliable
network connectivity.
Cluster analysis or clustering is the task of grouping a set of objects in such a way that objects
in the same group (called a cluster) are more similar (in some sense) to each other than to
those in other groups (clusters).

A software agent is an piece of software that functions as an agent for a user or another
program, working autonomously and continuously in a particular environment. It is inhibited
by other processes and agents, but is also able to learn from its experience in functioning in
an environment over a long period of time.
Software agents offer various benefits to end users by automating repetitive tasks.
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Use of Software Agent

References:
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5.3 Smart Grid Application

he electrical grid is the electrical power system network comprised of the generating plant,
the transmission lines, the substation, transformers, the distribution lines and the consumer.
Traditionally, electricity generation facilities have been developed in locations far from
consumption centres with the electric grid connecting the two.
Electrical Grid is the means through which power is generated, transmitted, and distributed to
the end user.
Three Main Components of Electric Grid

Our current electric grid was built when electricity needs was simple. Power generation was
localized and built around communities. Most homes had only small energy demands like
few light bulbs, radio etc.,
A grid was designed for utilities to deliver electricity to consumer homes and then bill them
once a month.
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This limited one way interaction makes it difficult for the grid to respond to ever changing
and raising energy demands of 21st century.
The smart grid introduces a two way dialogue where electricity and information can be
exchanged between utilities and customers.
It is a developing network of communications, controls, computers automation and new
technologies and tools working together to make the grid more efficient, more reliable, more
secure.

The smart grid enables newer technologies to be integrated such as wind and solar energy
production and plug-in electric vehicle charging.

109 | P a g e

"Smart grid is the electrical Grid enhanced by the Information Technology"

"Smart Grid is a Intelligent Network that allows for real-time information about
electricity production and consumption and more efficient incorporation for small-scale
electricity generation sources"
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Role of IoT in Smart Grid:
The major smart grid devices are smart home appliances, distributed renewable energy
resources and power substations.
As the smart grid evolved, many attempts started to introduce the IoT as enabling technology
to the grid. Each device in the grid can be considered as an object. Utilizing the concept of
IoT, each device can have a unique IP address that can upload its status and download control
commands via the Internet.

References:
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5.4 Electrical Vehicle Charging Application

EV Charging Infrastructure is the need of tomorrow across the Globe, and integration of this
infrastructure to IOT (Internet of Things platform) with Smart Sensors, will connect together
the City Services, city transportation and City Citizens. This Smart System will help in
planning of City Services, City Transportation and will help citizens in their day to day life.

Electric Vehicles are increasing in Cities across the Globe. There is a need to implement
Electric Vehicles Charging Ecosystem in Parking Systems, City Fleets, household, buildings,
commercial and Industrial sites across the City. A system based on Internet of Things
platform has to be built which will streamline operation of EV Charging and address the
impacts on Power Grid. This subject is technology enabler for city transportation systems,
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Vehicle to Grid systems, Grid to Vehicle systems, Optimum use of Renewable resources and
smart charging systems in near future for Smart Cities.

IOT enabled app for EV owner to trace EV charging station location, occupancy, real time
billing, and will illustrate the cost saving and will enable bi-directional power flow (to and
from Grid – V2G, G2V,V2H, V2B), and additionally will provide information about use of
Renewable resources and carbon footprint.
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